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DEPARTMENT  OF  AGRICULTURE 
Food  and  Nutrition  Service 
7  CFR  Part  277 
[Arndt  No.  305] 

Food  Stamp  Program;  Automated  Data 
Processing  Equipment  and  Services; 
Conditions  for  Federal  Financial 
Participation 

agency:  Food  and  Nutrition  Service. 
USDA. 

ACTION:  Proposed  ruie. 

summary:  This  action  proposes  changes 
to  the  requirements  and  conditions 
under  which  State  and  local 
governments  may  request  and  claim 
Federal  funds  for  the  costs  associated 
with  the  planning,  design,  development, 
acquisition  or  installation  of  automated 
data  processing  (ADP)  equipment  and 
services  in  the  administration  of  the 
Food  Stamp  Program.  These  changes  are 
being  proposed  by  the  Food  and 
Nutrition  Service  (FNS)  and,  in  a 
separate  publication,  by  the  Department 
of  Health  and  Human  Services  (HHS),  to 
streamline  the  procedures  for 
submission,  review  and  approval  of 
Advance  Planning  Documents,  and  to 
ensure  consistency  among  Federal 
agencies  in  policies  and  procedures 
relating  to  the  acquisition  and  use  of 
ADP  equipment  in  public  assistance 
programs. 

date:  Comments  on  this  proposed 
rulemaking  must  be  received  by  October 
7, 1988,  to  be  assured  of  consideration. 
address:  Comments  should  be  directed 
to:  Thomas  O’Connor,  Director,  Program 
Development  Division,  Food  and 
Nutrition  Service,  USDA,  Alexandria, 
Virginia  22302.  All  written  comments 
will  be  open  to  public  inspection  during 
regular  business  hours  (8:30  a.m.  to  5:00 
p.m.,  Monday  through  Friday)  at  3101 
Park  Center  Drive,  Alexandria,  Virginia, 
Room  718. 

FOR  FURTHER  INFORMATION  CONTACT: 

Questions  regarding  this  rulemaking 
should  be  directed  to  Mr.  O'Connor  at 
the  above  address,  or  by  telephone  at 
(703)756-3414. 

SUPPLEMENTARY  INFORMATION: 

Executive  Order  12291 

The  Department  has  reviewed  this 
action  under  Executive  Order  12291  and 
Secretary’s  Memorandum  No.  1512-1. 
The  rule  will  affect  the  economy  by  less 
than  100  million  a  year.  The  action  will 
not  significantly  raise  costs  or  prices  for 
consumers,  industries,  government 
agencies  or  geographic  regions.  There 
will  not  be  a  significant  adverse  effect 


on  competition,  employment, 
investment,  productivity,  innovation  or 
on  the  ability  of  United  States 
enterprises  to  compete  with  foreign- 
based  enterprise  in  domestic  or  export 
markets.  Therefore,  the  Department  has 
classified  this  action  as  “not  major". 

Executive  Order  12372 

The  Food  Stamp  Program  is  listed  in 
the  Catalog  of  Federal  Domestic 
Assistance  under  No.  10.651.  For  the 
reasons  set  forth  in  the  final  rule  and 
related  notice  to  7  CFR  3015,  Subpart  V 
(48  FR  29115),  this  Program  is  excluded 
from  the  scope  of  Executive  Order  12372 
which  requires  intergovernmental 
consultation  with  State  and  local 
officials. 

Regulatory  Flexibility  Act 

This  action  has  also  been  reviewed  in 
relation  to  the  requirements  of  the 
Regulatory  Flexibility  Act  of  1980  (Pub. 

L.  96-354,  94  Stat.  1164,  September  19, 
1980).  Anna  Kondratas,  Administrator  of 
the  Food  and  Nutrition  Service  (FNS), 
has  certified  that  this  action  will  not 
have  a  significant  economic  impact  on  a 
substantial  number  of  small  entities.  The 
changes  will  affect  State  and  local 
agencies  which  administer  the  Food 
Stamp  Program.  This  action  is 
principally  directed  toward  the 
development  of  Statewide  ADP  systems. 
It  is  anticipated  that  Federal  funding 
would  be  requested  for  only  a  small 
number  of  county  or  local  government 
systems  under  the  provisions  of  this 
proposed  rule. 

Paperwork  Reduction  Act 

In  accordance  with  the  Paperwork 
Reduction  Act  of  1980  (44  U.S.C.  3507), 
the  information  collection  requirements 
that  are  included  in  this  proposed  rule 
will  be  submitted  for  approval  to  the 
Office  of  Management  and  Budget 
(OMB).  Such  provisions  shall  not  be 
effective  until  OMB  approval  has  been 
obtained.  Other  organizations  and 
individuals  desiring  to  submit  comments 
on  the  information  collection 
requirements  should  address  them  to 
Mr.  O’Connor  at  the  above  address,  and 
to  the  Office  of  Information  and 
Regulatory  Affairs,  OMB,  New 
Executive  Office  Building  (Room  3028), 
Washington,  DC  20503,  ATTN:  Desk 
Officer  for  FNS-USDA. 

Background 

The  Department  published  a  rule  on 
December  30, 1980,  at  45  FR  85699, 
which  set  forth  the  requirements  for 
payment  of  certain  administrative  costs 
of  State  agencies  which  operate  the 
Food  Stamp  Program.  These 
requirements  are  codified  at  7  CFR  Part 


277  and  Appendix  A  of  that  Part,  and 
derived  from  four  Federal  Management 
Circulars  (FMC’s):  FMC  74-4,  issued 
originally  by  the  General  Services 
Administration,  but  now  under  the 
Office  of  Management  and  Budget 
(OMB);  OMB  Circular  A-90, 

“Cooperating  with  State  and  Local 
Governments  to  Coordinate  and 
Improve  Information  Systems”;  OMB 
Circular  A-102,  “Uniform  Requirements 
for  Grants  to  State  and  Local 
Governments";  and  OMB  Circular  A-87, 
“Cost  Principles  for  State  and  Local 
Governments."  The  procedures  and 
funding  conditions  for  State  agencies  to 
request  Federal  funds  for  the  acquisition 
of  ADP  equipment  and  services  to 
support  the  administration  of  the  Food 
Stamp  Program  are  set  forth  in  Section 
B.  ( Costs  allowable  with  approval  of 
FNS]  of  Appendix  A,  to  7  CFR  Part  277. 

On  June  11, 1982,  the  Department 
published  a  rule  at  47  FR  25496  to 
implement  Section  129  of  Pub.  L.  96-249, 
which  allowed  enhanced  Federal 
financial  participation  (FFP)  at  the  75 
percent  level  for  costs  associated  with 
the  planning,  design,  development, 
acquisition,  or  installation  of  ADP 
systems.  In  section  277.18,  the 
Department  codified  the  requirements 
and  procedures  for  State  agencies  to 
receive  75  percent  funding  for  certain 
ADP  developmental  projects.  The 
existing  requirements  of  §  277.18,  in 
conjunction  with  those  of  Appendix  A  to 
part  277,  currently  apply  to  ADP 
developmental  projects  to  be  funded  at 
the  75  percent  funding  rate.  The 
conditions  of  Appendix  A  alone 
currently  apply  to  ADP  projects  to  be 
funded  at  the  regular  50  percent  rate. 

In  August  1985,  an  Interdepartmental 
Task  Force  was  established  consisting 
of  representatives  from  FNS,  the  Health 
Care  Financing  Administration,  the 
Family  Support  Administration,  and  the 
Office  of  Human  Developmental 
Services.  The  Interdepartmental  Task 
force  conducted  a  comprehensive 
review  of  the  current  Federal  policies 
and  procedures  involved  in  the  review, 
approval  and  funding  of  State  agency 
ADP  developmental  projects  in  order  to 
streamline,  improve  and  standardize  the 
overall  process  and  requirements  among 
the  affected  Federal  agencies. 
Specifically,  the  Task  Force  examination 
and  revision  of  the  current  HHS  and 
FNS  regulatory  requirements  and 
procedures  were  intended  to  meet  the 
following  principal  objectives: 

1.  Streamline  the  Advance  Planning 
Document  (APD)  review  and  approval 
process  to  eliminate  redundant  Federal 
and  State  reviews; 
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2.  Enhance  State  planning  for 
developmental  projects; 

3.  Improve  project  development 
continuity; 

4.  Allow  for  a  more  comprehensive 
Federal  review  and  more  timely 
response  to  APD’s; 

5.  Standardize  procedures' and 
requirements  among  participating 
Federal  agencies;  and 

6.  Enhance  the  cooperative 
partnership  between  State  and  Federal 
agencies  to  achieve  ADP  and 
management  information  system 
applications  that  advance  the  efficiency 
and  effectiveness  of  State 
administration  of  Federal  programs. 

The  principal  changes  recommended 
by  the  Task  Force  involve  the 
procedures  and  conditions  under  which 
States  may  request  and  receive  funding 
for  ADP  developmental  projects  through 
the  submission,  review  and  approval  of 
APD’s  and  other  related  documents.  The 
procedures  proposed  herein  comprise 
the  revised  APD  process  and  are  being 
proposed  by  both  FNS  and  HHS  to 
ensure  standardization,  whenever 
possible,  among  Federal  agencies. 

Significant  Proposed  Changes  in  APD 
Process 

1.  Increased  APD  Prior  Approval  Cost 
Thresholds — Section  277.18(c) 

Current  rules  in  Section  B  of 
Appendix  A  require  written  prior 
approval  from  FNS  for  the  acquisition  of 
ADP  equipment  or  services  with  a 
combined  Federal  and  State  cost  of 
$100,000  or  more  over  a  12-month  period, 
or  a  cost  of  $200,000  or  more  (Federal  or 
State)  for  the  total  acquisition.  Revised 
§  277.18(c)  would  increase  the  Federal 
prior  approval  cost  thresholds  for  ADP 
development  projects  to  be  funded  at 
the  50  percent  matching  rate  from 
$100,000  to  $200,000  in  total  Federal  and 
State  costs  over  any  12-month  period, 
and  from  $200,000  to  $300,000  for  total 
acquisition  costs.  State  agencies  would 
be  required  to  obtain  the  prior  written 
approval  of  FNS  for  ADP  acquisitions 
exceeding  the  revised  standards.  The 
revised  cost  thresholds  are  intended  to 
permit  State  agencies  to  implement 
smaller  systems  or  system  changes  more 
quickly,  reduce  the  number  of  small 
acquisitions  requiring  Federal  prior 
approval,  and  reduce  paperwork  burden. 
These  changes  would  also  make  Food 
Stamp  Program  prior  approval  cost 
thresholds  and  procedures  consistent 
with  those  of  HHS  agencies,  which  were 
revised  in  a  final  rule  at  51  FR  45321, 
published  on  December  18, 1988.  This  ’ 
proposed  rule  also  clarifies  that  ail  ADP 
developmental  projects  for  which  75  -  ; 

percent  Federal  funding  is  requested  are 


subject  to  FNS  prior  approval 
requirements,  regardless  of  cost.  ■ 

2.  Establishment  of  Two-Phase  APD 
Process — Section  277.18(d) 

State  agencies  would  request  prior 
approval  for  ADP  services  and 
equipment  acquisitions,  as  outlined 
above,  through  the  submission  of  an 
Advance  Planning  Document  (APD).  The 
proposed  APD  process  would  consist  of 
two  distinct  phases — the  Project 
Planning  Phase  and  the  Implementation 
Phase.  The  Project  Planning  Phase 
would  represent  all  activities  necessary 
for  the  State  agency  to  determine 
whether  the  acquisition  and  application 
of  ADP  services  or  equipment  are 
necessary  and  feasible,  and  to  develop 
plans  to  design  and  prepare  for  the  ADP 
acquisition.  The  Project  Implementation 
Phase  consists  of  all  activities  involved 
in  the  acquisition,  installation  and 
implementation  of  ADP  systems, 
services  and/or  equipment  To  request 
and  obtain  FFP  for  allowable  costs  of 
the  Project  Planning  and  Implementation 
Phases,  State  agencies  would  be 
required  to  submit  a  Planning  APD  and 
an  Implementation  APD  for  the  prior 
approval  of  FNS.  States  agencies  would 
be  entitled  to  receive  the  75  percent 
funding  rate  for  approved  costs  of  both 
the  Project  Planning  and  Implementation 
Phases,  provided  that  the  proposed  ADP 
system  or  application  was  determined 
by  FNS  to  meet  all  applicable  conditions 
for  75  percent  funding. 

The  Department  is  proposing  the  two- 
phase  APD  process  to  address  a  major 
concern  with  the  current  process  for 
requesting  and  approving  funds  for  ADP 
developmental  projects.  The  current 
process  does  not  provide  a  means  to 
request  and  receive  commitment  for  up¬ 
front  Federal  funding  for  the  purpose  of 
planning  major  ADP  system 
acquisitions,  before  initiating  system 
development.  Without  a  firm  up-front 
commitment  of  Federal  funding,  the 
level  of  planning  for  system 
development  has  frequently  been 
inadequate.  The  current  process 
requires  submission  and  prior  approval 
of  an  APD  for  total  system  development 
prior  to  the  acquisition  of  any  ADP 
services  or  equipment  for  projects 
exceeding  the  prior  approval  cost 
thresholds.  In  the  past,  State  agencies 
have  submitted  APD  funding  proposals 
for  total  system  development  without 
sufficiently  planning  the  entire 
acquisition,  in  order  to  comply  with 
current  approval  requirements  and 
initiate  Federal  funding  as  sotm  as 
possible.  As  a  result,  many  APD 
proposals  and  funding  requests  have 
been  submitted  which  are  inadequate 


and  premature,  causing  substantial 
subsequent  revisions,  time  and  cost 
overruns,  and,  in  some  cases,  project 
termination  due  to  lack  of  sufficient 
prior  planning. 

The  proposed  process  establishes  a 
separate  Project  Planning  Phase,  in 
which  State  agencies  could  request 
Federal  funding  only  for  project 
planning  activities.  The  Department 
believes  that  this  approach  would 
contribute  to  more  effective,  efficient 
and  economical  acquisitions  of  ADP 
equipment  and  services  by  providing  for 
more  comprehensive  planning  by  State 
agencies  prior  to  full  system 
development.  State  agency  requests  to 
receive  FFP  for  Project  Planning  Phase 
activities  would  be  made  through  the 
submission  of  a  Planning  APD.  The 
costs  for  project  planning  activities 
which  are  eligible  for  FFP  include,  but 
are  not  limited  to  the  costs  associated 
with:  requirements  and  systems 
analyses,  feasibility  studies  and 
alternatives  analyses,  general  system 
design,  and  preparation  of  an 
Implementation  APD.  A  State  agency’s 
Planning  APD  may  request  funding  to 
complete  all  necessary  planning 
activities,  or  may  request  funding  to  a 
preliminary  step  (e.g.,  feasibility  study) 
with  additional  funding  subsequently 
requested  based  on  the  results  of  the 
completed  activities.  The  Planning  APD 
is  subject  to  the  prior  approval  of  FNS. 
Appropriate  written  prior  approval  is 
required  before  the  State  agency  may 
proceed  with  any  contractual  or  other 
commitments  for  ADP  planning  services. 

The  Planning  APD  would  describe  the 
State  agency’s  needs,  objectives, 
intended  planning  activities  and 
proposed  budget,  and  would  also 
represent  commitment  by  the  State 
agency  to  perform  necessary  planning 
activities  as  a  condition  for  FFP  for 
those  planning  activities.  Planning  APD 
funding  requests  and  approvals  would 
be  limited  to  planning  activities  only, 
including  contractual  support;  no 
significant  hardware  or  software 
development  costs  would  be  eligible  for 
funding  in  the  Project  Planning  Phase. 

Upon  successful  completion  of  project 
planning  activities,  the  State  agency 
should  be  fully  prepared  to  request 
funding  for  and  proceed  with 
Implementation  Phase  activities  for  the 
acquisition,  development,  installation 
and  implementation  of  the  proposed 
ADP  system.  State  agency  requests  to 
receive  FFP  for  Implementation  Phase 
activities  would  be  made  through 
submission  of  an  Implementation  APD. 
The  Implementation  APD  represents  a 
written  plan  of  action  to  acquire, 
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develop  and  install  the  proposed  ADP 
equipment  or  services. 

Following  review  of  the  Planning  or 
Implementation  APD,  FNS  will  provide 
written  notification  to  the  State  agency 
of  approval  or  the  reasons  for 
disapproval.  The  approval  letters  will 
specify  the  amount  of  FNS  FFP 
authorized  for  each  separate  phase  in 
project  development. 

A  State  agency  would  not  receive  FFP 
for  planning  costs  unless  a  Planning 
APD  is  submitted  and  approved. 

However,  State  agencies  could  submit 
an  Implementation  APD  directly, 
without  prior  submission  or  approval  of 
the  Planning  APD,  if  the  State  agency 
does  not  wish  to  receive  FFP  for  project 
planning  activities. 

3.  Reduction  in  Prior  Approval 
Requirements — Section  277.18(c) 

To  simplify  the  APD  process,  reduce 
paperwork  burden  and  enhance  project 
development  continuity,  the  Department 
proposes  to  reduce  the  number  of 
documents  currently  required  for  the 
prior  approval  of  FNS.  FNS  prior 
approval  is  currently  required  for  the 
following  documents  related  to  ADP 
equipment  or  services  acquisitions: 
Advance  Planning  Documents;  Requests 
for  Proposal  (RFP’s);  contracts;  and 
service  agreements.  In  addition  to 
representing  a  significant  paperwork 
burden,  State  agencies  have  commented 
that  the  numerous  prior  approval 
decision  points  have  caused  disruption 
and  temporary  discontinuation  of 
project  development  schedules  and 
activities,  resulting  in  increased  project 
costs.  The  Department  proposes  to 
alleviate  these  problems  by  limiting 
prior  approval  requirements  to  those 
necessary  to  maintain  appropriate 
control  and  management  of 
developmental  project  activities  and 
funding. 

The  Department  proposes  that  FNS 
written  prior  approval  be  limited  to: 

— Both  the  Planning  APD  and  the 
Implementation  APD  for  all  projects 
to  be  funded  at  the  75  percent  funding 
rate,  regardless  of  total  project  cost, 
and  projects  to  be  funded  at  the 
regular  FFP  rate  which  exceed  the 
prior  approval  cost  thresholds 
proposed  in  §  277.18(c); 

— RFP's,  when  specifically  required  by 
FNS;  and 

— Contracts  or  contract  amendments, 
when  specifically  required  by  FNS. 

As  indicated  above.  FNS  may  require 
prior  approval  for  RFP’s,  contracts  and / 
or  contract  amendments  for  certain  ADP 
acquisitions  due  to  the  complexity  of  the 
procurement,  the  amount  of  funds 
involved,  or  previous  State  problems 


with  procurement  actions.  However, 
RFP’s  or  contracts  which  are  less  than 
$100,000  for  regular  FFP  or  $50,000  for 
enhanced  FFP,  and  are  an  integral  part 
of  the  approved  APD  need  not  be 
submitted  to  FNS;  contract  amendments 
under  $50,000  for  either  funding  level 
need  not  be  submitted.  FNS  would 
formally  notify  the  State  agency  of  such 
prior  approval  requirements  at  the  time 
of  approval  of  the  APD  or  subsequent 
Annually  Updated  APD’s,  as  discussed 
below  and  in  §  277.18(e).  Unless  FNS 
specifically  requires  prior  approval  for 
certain  RFP's  or  contracts,  the  only 
documents  requiring  prior  FNS  approval 
would  be  the  Planning  and 
Implementation  APD’s. 

The  Department  believes  that  two 
other  documents  may  be  a  such 
importance  in  the  development  of 
certain  ADP  projects  as  to  warrant  the 
approval  (although  not  the  prior 
approval)  of  FNS.  Approval  and  prior 
approval  differ  in  that  written  “prior 
approval"  must  be  obtained  before  the 
State  agency  may  enter  into  any 
contractual  agreements  or  make  any 
other  commitments  for  acquiring  the 
ADP  equipment  or  services  to  be  funded 
with  FFP;  “approval”  means  that  FNS 
written  approval  of  specific  APD 
process  documents  must  be  obtained 
before  the  State  agency  may  claim  FFP 
for  certain  costs,  but  State  agencies  may 
enter  contractual  agreements  and/or 
make  commitments  for  the  ADP 
acquisition  without  first  obtaining 
Federal  approval. 

Section  277.18(c)(3)(i)(A)  would 
provide  for  the  submission  of  the 
feasibility  study  to  FNS  for  approval 
within  90  days  of  completion  for  certain 
ADP  projects.  This  approval 
requirement  would  be  applicable  only  if 
specified  by  FNS  as  a  condition  for 
approving  the  Planning  APD,  when  a 
systems  development  project  is 
particularly  large  or  complex,  or  when  a 
State  agency  has  experienced  previous 
problems  in  this  area.  Section 
277.18(d)(2)(H)  would  require  that  the 
feasibility  study  and  alternatives 
analyses  supporting  the  selected  system 
design  generally  be  submitted  as  part  of 
the  Implementation  APD  for  FNS 
approval.  Thus,  all  feasibility  studies 
and  associated  alternatives  analyses 
would  be  submitted  to  FNS  and  would 
be  subject  to  approval,  either  within  90 
days  after  completion  or  upon 
submission  of  the  Implementation  APD. 

Section  277.18  (c)(3)(i)(B)  would  also 
require  the  approval  of  Annually 
Updated  APD's,  as  discussed  later  in 
this  preamble.  State  agency  service 
agreements  would  not  be  submitted  to 
FNS  for  review  or  informational 
purposes.  All  service  agreements  would 


be  maintained  on  file  at  the  State 
agency  and  be  made  available  to  FNS 
upon  request. 

4.  Annually  Updated  APD — Section 
277.18(f) 

The  Department  is  proposing  a  new 
paragraph  (e)  to  §  277.18  which  would 
require  the  submission  and  approval  of 
an  annual  report,  the  Annually  Updated 
APD,  on  the  status  of  approved  ADP 
developmental  projects.  The  annually 
Updated  APD  would  represent  a  self- 
certification  by  the  State  agency  of  the 
status  of  project  activities  and 
expenditures  in  relation  to  the 
provisions  of  the  approved  Planning  or 
Implementation  APD  over  the  past  year. 
The  report  would  be  submitted  annually 
as  a  condition  for  continued  FFP  for  the 
ADP  development  project  and  would 
consist  of  three  components: 

1.  A  report  on  the  status  of  major 
project  activities,  milestones  and 
deliverables  for  the  past  year; 

2.  A  detailed  accounting  of  all 
expenditures  for  the  ADP  developmental 
project  for  the  past  year  as  compared  to 
the  budget  of  the  Planning  or 
Implementation  APD  as  approved;  and 

3.  Changes  to  the  approved  provisions 
of  the  Planning  and  Implementation 
APD.  Such  changes  may  be  submitted  as 
they  occur  during  the  year  or  at  one  time 
as  a  component  of  the  Annually 
Updated  APD.  The  Annually  Updated 
APD  would  be  used  by  FNS  to  monitor 
project  development  and  expenditures 
within  the  context  of  the  approved 
provisions  of  the  APD. 

However,  for  projects  funded  at  the 
regular  FFP  rate,  the  Annually  Updated 
APD  need  not  be  submitted  unless  any 
of  the  following  changes  occur: 

(a)  A  change  of  $50,000  in  total 
approved  project  costs  over  the  course 
of  the  project; 

(b)  An  extension  of  60  days  or  more  in 
timeframes  for  projected  milestones; 

(c)  A  change  in  procurement  activities; 
or 

(d)  A  significant  change  in  system 
concept. 

Changes  in  approved  procurement 
activities  include: 

— A  change  in  procurement 
methodology  that  would  limit 
competition  beyond  what  was 
decribed  in  the  APD  (e.g.,  a  change 
from  competitive  to  noncompetitive 
procurement); 

—A  reduction  or  increase  in  the 
procurement  activities  which  were 
described  in  the  APD;  or 
— A  change  from  an  acquisition  which 
supports  the  needs  of  more  than  the 
State  agency  (e.g..  a  “blanket" 
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contract)  to  an  acquisition  which 
would  benefit  solely  the  State  agency. 
Significant  changes  in  approved 
system  concept  include: 

— A  proposal  of  a  different  system 
alternative; 

— A  proposal  for  a  different  “mix”  of 
system  hardware  and  software; 

— A  change  in  project  plan; 

— A  change  in  the  cost/benefits 
projection;  or 

— A  change  to  the  approved  cost 
allocation  methodology. 

Federal  approval,  no  later  than  at  the 
time  of  the  next  Annually  Updated  APD, 
is  required  for  project  changes  before 
FFP  for  the  change  may  be  claimed. 
However,  State  agencies  may  proceed 
with  the  change  without  first  obtaining 
Federal  approval,  to  avoid  disruption  in 
project  activities.  In  such  instances,  the 
State  agency  would  be  liable  for  costs 
associated  with  the  project  change  until 
FNS  approval  is  granted.  If  the  Annually 
Updated  APD  is  subsequently 
disapproved,  FFP  would  not  be  allowed 
for  the  costs  associated  with  the  project 
change. 

5.  Emergency  ADP  Acquisitions — 
Section  277.18(h) 

The  Department  is  proposing 
procedures  for  the  acquisition  of  ADP 
equipment  or  services  for  emergency 
situations  in  a  new  paragraph  (h)  to 
§  277.18.  The  Department  recognizes 
that  situations  may  arise  which  preclude 
a  State  agency  from  following  the  prior 
approval  requirements  of  §  277.18(c) 
before  acting  to  correct  an  emergency 
situation  in  order  to  meet  program 
requirements.  The  proposed  procedures 
for  State  agencies  to  request  approval  of 
FFP  for  emergency  situations,  FNS’ 
response  to  such  requests,  and 
subsequent  submission  of  ADP 
documentation  parallel  the  emergency 
acquisition  procedures  currently  in 
place  for  HHS  agencies  at  45  CFR 
95.624.  The  Department  would  consider 
“emergency  situations”  to  be  those 
which  could  not  be  reasonably 
anticipated  by  the  State  agency. 
Examples  of  such  situations  include 
equipment  failure  due  to  physical 
damage  or  destruction  caused  by 
natural  or  other  disasters,  or  changes 
imposed  by  Federal  legislative 
requirements  which  necessitate 
immediate  acquisition  of  ADP 
equipment  or  services.  The  Department 
would  not  consider  emergency 
situations  to  be  circumstances  .arising 
from  poor  planning  on  the  part  of  the 
State  agency.  In  determining  whether  a 
situation  should  be  considered  as  an 
emergency,  the  State  agency  would  be 
required  to  demonstrate  that  its  need  to 


immediately  acquire  ADP  equipment  or 
services  was  unexpected  and  could  not 
have  been  anticipated  or  planned. 

System  Transfer — Section  277.18(d) 

On  September  18, 1987,  the 
Department  published  a  final  rule,  titled 
"Food  Stamp  Program:  Automation  of 
Data  Processing  (ADP)  Model  Plan”  (52 
FR  35221).  That  rule  set  forth  a 
requirement  for  State  agencies  to  submit 
to  the  Department  their  plans  for 
automation  in  the  Food  Stamp  Program. 
That  rule  also  addressed  the  issue  of 
system  transfer,  and  the  consideration  a 
State  agency  must  give  to  modifying  an 
existing  system  when  determining  how 
to  best  fulfill  an  identified  automation 
need. 

In  the  analysis  of  comments  received 
on  the  model  plan  rule,  it  was 
determined  that  the  actual  assessment 
of  potentially  transferable  systems  was 
more  appropriately  a  part  of  the 
Advance  Planning  Document  process, 
rather  than  part  of  the  model  plan 
requirements.  Therefore  language  is 
proposed  in  the  ADP  approval 
requirements  at  §  277.18(d) (2) (ii)  to 
require  that  State  agencies  consider  the 
transfer  or  modification  of  an  existing 
system  in  the  Implementation  APD,  as 
part  of  the  feasibility  study  and 
associated  alternatives  analyses.  The 
model  plan  rule,  however,  continues  to 
require  at  7  CFR  272.10(a)(2)  and  (3)  that 
State  agencies  show  in  their  plans  that 
system  transfer  will  be  considered  in  the 
planning  process. 

In  this  rule,  the  Department  proposes 
that  State  agencies  must  include  an 
examination  of  the  transfer  or 
modification  of  an  existing  system  from 
a  similar  State  or  jurisdiction  as  a 
component  of  all  feasibility  studies. 

State  agencies  planning  automation 
using  any  method  other  than  transfer,  or 
State  agencies  planning  to  develop  new 
systems  must  include  a  specific  analysis 
of  their  consultations  with  other  State 
agencies.  The  analysis  must  show  that 
the  State  agencies  they  consulted  were 
similar  to  them  in  terms  of  whether  the 
States  were  urban  or  rural;  whether  or 
not  the  States’  programs  were  county- 
administered;  the  geographic  size  of  the 
States;  and  the  size  of  the  caseload  in 
each  State.  In  addition,  State  agencies 
rejecting  transfer  must  provide  a  specific 
analysis  describing  barriers  to  transfer. 
Each  barrier  must  be  accompanied  by 
an  analysis  comparing  the  costs  of 
overcoming  the  problem  to  the  cost  of 
developing  a  new  system.  -  ... 

Common  reasons  cited,  in  opposition  , 
to  transfer  include:  the  State  agency  is 
required  to  use  a  central  data  processing 
facility  and  the  (otherwise)  transferable 
system  is  incompatible  with  it;  the  State 


agency’s  data  base  management 
software  is  incompatible  with  the 
transferable  system;  the  State  agency’s 
ADP  experts  are  not  familiar  with  the 
software/hardware  used  by  the 
transferable  system  and  acquiring  new 
expertise  would  be  expensive;  the 
transferable  system  is  interactive  or 
uses  “generic”  caseworkers,  while  the 
receiving  State  agency  does  not,  and  it 
would  be  expensive  to  modify  the 
existing  system  and/or  procedures;  and 
transfer  would  provoke  disputes  with 
the  State  agency’s  personnel  union. 
Demonstration  of  any  of  these  or  similar 
problems  alone  is  insufficient 
justification  for  rejecting  transfer  or 
adaptation.  While  these  reasons  for 
rejecting  transfer  are  not  unacceptable, 
State  agencies  which  cite  any  of  these 
reasons  should  not  expect  automatic 
approval.  Rather,  the  State  agency  will 
be  expected  to  show,  as  part  of  the  APD, 
why  the  barrier  to  transfer  cannot  be 
overcome. 

The  Department  also  recognizes  that 
FNS  has  an  important  role  to  play  in 
regard  to  the  analysis  of  potential 
system  transfers.  The  model  plan  rule 
cited  previously  includes  a  provision  at 
7  CFR  272.10(a)(3)(iii)  which  states  that 
FNS  will  assist  State  agencies  that 
request  assistance  in  determining  what 
other  States  have  systems  that  should 
be  considered  as  possible  transfers.  The 
Department  believes  that  some  State 
agencies  may  request  such  assistance  as 
one  of  the  Project  Planning  Phase 
activities.  r 

Disallowance  of  Federal  Financial 
Participation — Section  277. 18( o). 

A  new  paragraph  (o),  Disallowance  of 
Federal  Financial  Participation  (FFP), 
would  be  added  to  §  277.18  which 
provides  that,  if  the  Department  finds 
that  any  equipment  or  services 
acquisition  approved  or  modified  under 
the  provisions  of  §  277.18(c)  fails  to 
substantially  comply  with  the  criteria, 
requirements,  and  other  undertakings 
prescribed  in  the  approved  APD. 
payment  of  FFP  may  be  disallowed.  The 
Department  approves  FFP  on  the  basis 
that  the  equipment  or  services 
acquisitions  proposed  under  APD’s  will 
add  to  the  proper  and  efficient  operation 
of  the  Food  Stamp  Program.  By  the  same 
token,  if  the  Department  finds  that  a 
State  agency  fails  to  substantially 
comply  with  the  terms  of  an  approved 
APD,.  to  the  detriment  of  the  proper  and 
efficient  operation  of  the  program,  the.  .. 
Department  may  disallow  FFP.The  , 
reasons  |or  whjch  the  Department  may  . 
disallow  jFpp,. include,  feut  may,  not  be  . 
limited  to,  failure  qf  the  proposed 
system  to  meet  program  effectiveness 
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and  efficiency  objectives  contained  in 
the  approved  API),  and  schedule 
slippages  which  result  in  cost  overruns 
which  eliminate  expected  future  cost 
savings  or  otherwise  adversely  affect 
cost-benefit  projections. 

A  DP  System  Security  Provisions — 
Section  277.18(p) 

The  Department  is  proposing  a  new 
paragraph  (p)  to  §  277.18  titled  “ADP 
System  Security  Requirements  and 
Review  Process"  to  establish  minimum 
standard  requirements  for  the  security 
of  non-Federal  ADP  systems  used  by 
State  and  local  governments  in  the 
administration  of  the  Food  Stamp 
Program.  The  Department  believes  that 
increased  reliance  on  automated 
systems  to  administer  the  Program,  and 
greater  sophistication  and  complexity  of 
the  systems  have  resulted  in  the  need  to 
establish  standard  regulatory 
requirements  to  ensure  the  security  of 
ADP  facilities,  equipment  and 
operations  and  the  privacy  of 
information.  The  need  for  standard 
regulatory  requirements  was 
demonstrated  by  a  recent  audit  of  the 
security  of  non-Federal  ADP  systems 
conducted  by  the  U.S.  Department  of 
Agriculture’s  Office  of  the  Inspector 
General  (USDA/IG). 

The  USD  A/ LG  reviewed  the  security 
of  thirteen  non-Federal  ADP  systems 
used  by  State  and  loca  governments  to 
support  the  administration  of  the  FNS 
Food  Stamp  Program  and  Special 
Supplemental  Food  Program  for  Women, 
Infants  and  Children.  The  USDA/IG 
Audit  Report  50651-2-CH,  issued  in 
October  1985,  disclosed  a  wide  range  of 
computer  security  weaknesses  and 
related  problems.  Some  of  the  more 
serious  problems  concerned  inadequate 
controls  over  physical  security  which 
could  allow  unrestricted  access  to 
computer  hardware,  and  inadequate 
software  controls  which  could  permit 
improper  manipulation  of  data  or 
payments.  The  USDA/IG  found 
weaknesses  in  the  organizational 
controls  of  data  processing  in  all  of  the 
thirteen  State  agencies  audited.  Further, 
the  USDA/IG  found  that  none  of  the 
thirteen  State  agencies  audited  had 
established  formal  procedures  or 
requirements  to  ensure  that  such  ADP 
systems  met  minimum  ADP  security 
standards.  A  copy  of  this  report  can  be 
obtained  by  contacting  the  USDA/IG  for 
Audit.  Room  247-E,  Administration 
Building,  Washington,  DC,  NW.,  20250. 

The  proposed  new  paragraph  on  ADP 
system  security  requires  State  agencies 
to  establish  a  security  program  for  ADP 
systems  and  operations  used  in  the 
administration  of  the  Food  Stamp 
Program.  The  security  program  would 


consist  of  three  principal  components: 
appropriate  State  agency  ADP  security 
standards  and  requirements  to  ensure 
proper  control  of  ADP  equipment, 
facilities  and  information:  State  agency 
procedures  and  processes  for  meeting 
the  established  security  standards  and 
requirements:  and  security  reviews  for 
ensuring  that  established  standards  and 
requirements  are  met.  Specifically,  the 
proposed  ADP  security  provisions 
establish  the  following  principal 
requirements. 

1.  State  agencies  are  responsible  for 
the  development  of  appropriate 
standards  and  requirements  to  properly 
safeguard  ADP  resources  and 
information  processing.  This 
requirement  is  intended  to  establish  a 
baseline  in  each  State  agency  for 
safeguarding  ADP  resources  and 
information  processing  against  which 
the  effectiveness  of  the  State  agency’s 
security  program  may  be  measured.  The 
Department  considers  the  establishment 
of  such  baseline  requirements  to  be 
critical  to  the  effective  safeguarding  of 
ADP  resources  and  information 
processing  and  to  subsequent  evaluation 
of  the  effectiveness  of  a  State  agency’s 
security  program. 

The  Department  believes  that  it  is 
more  appropriate  to  allow  State 
agencies  to  determine  the  specific 
minimum  standards  and  requirements  to 
govern  the  security  of  their  own  ADP 
systems  based  on  the  unique 
circumstances  of  each  State,  rather  than 
mandate  general  standards  to  apply  for 
all  State  and  local  agencies.  The  rule 
proposes  that,  in  developing  appropriate 
ADP  security  standards  and 
requirements.  State  agencies  use 
standards  currently  governing  the 
security  of  Federal  ADP  systems  or 
recognized  industry  standards  as  the 
basis  for  the  development  of  State- 
specific  standards  and  requirements. 

2.  State  agencies  would  be  required  by 
§  277.18(p)  to  establish  an  ADP  security 
program  to  implement  plans,  policies 
and  procedures  to  meet  the  State 
agency’s  ADP  security  standards  and 
requirements  and  to  maintain  an 
ongoing  program  for  conducting  periodic 
risk  analyses  to  evaluate  potential 
threats  to  the  system  and  incorporate 
appropriate  safeguards.  The  ongoing 
ADP  security  program  represents  the 
State  agency’s  policies  and  operational 
procedures,  and  the  organizational 
responsibilities  which  would  be 
undertaken  to  meet  the  standards  and 
requirements  to  properly  safeguard  ADP 
resources  and  information  processing. 
The  Department  beb'eves  that  such 
procedures  are  critical  to  meeting  the 
ADP  security  standards  and 


requirements  established  by  a  State 
agency.  The  rule  proposes  eight  specific 
areas  of  ADP  security  which  must,  at  a 
minimum,  be  included  in  the  State 
agency's  ADP  security  requirements  and 
program: 

— Physical  security  of  ADP  resources; 

— Equipment  security  to  protect 
equipment  from  theft  and 
unauthorized  use; 

— Software  and  data  security; 

— Telecommunications  security; 

— Personnel  security; 

— Contingency  plans  to  meet  critical 
processing  needs  in  the  event  of  short- 
or  long-term  interruption  of  service; 

— Emergency  preparedness;  and 
— Designation  of  an  Agency  ADP 
Security  Manager. 

These  eight  areas  comprise  what  the 
Department  has  determined  to  be  the 
principal  critical  components  of  a 
security  program  for  automated  data 
processing  activities.  The  Department 
has  made  this  determination  based  on 
experience  gained  from  dealing  with  the 
security  of  internal  Department 
automated  data  processing  activities, 
dealings  with  other  Federal  agencies  in 
this  area,  and  dealings  with  private 
industry  on  matters  pertaining  to 
automated  data  processing  security. 

3.  State  agencies  would  be  required  to 
establish  an  ongoing  program  of  reviews 
of  the  security  of  ADP  installations  to 
ensure  adequacy  of  safeguards  and 
controls.  The  Department  is  proposing 
the  performance  of  such  reviews  on  a 
biennial  basis  and  the  submission  of 
ADP  system  review  reports  to  FNS  upon 
completion. 

The  proposed  rule  specifies  that  the 
proposed  ADP  security  provisions 
would  apply  to  all  developmental  ADP 
projects  and  currently  operating  ADP 
systems.  The  Department  does  not 
intend  that  the  State  agency’s  ADP 
security  standards,  requirements  or 
plans  would  be  submitted  to  FNS  for 
review  or  approval.  It  would  be  the 
responsibility  of  the  State  agency  to 
ensure  proper  security  of  the  ADP 
system  and  information  processing.  The 
completed  State  agency  ADP  security 
reviews  would  be  required  to  be 
submitted  to  FNS,  in  order  to  identify 
and  monitor  any  necessary  corrective 
action. 

Other  Proposed  Revisions 

Several  changes  and  additions  to  the 
existing  regulatory  language  are  being 
proposed  to  increase  consistency  with 
HHS  in  the  terminology  and  policies 
defined  in  this  section. 

1.  The  "Definitions”  currently 
contained  in  Part  277  Appendix  A  would 
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be  moved  to  §  27.18(b)  and  revised  as 
follows: 

“Advance  Planning  Document  (APD) 
for  Project  Planning”,  “APD  for  Project 
Implementation"  and  “Annually 
Updated  APD"  would  be  added  to  the 
list  of  definitions,  to  correspond  to  the 
revised  APD  approval  procedures  which 
are  being  proposed  concurrently  by 
HHS  and  FNS. 

Enhanced  funding”  or  "enhanced 
FFP  rate"  would  be  added  to  specify  the 
75  percent  funding  level  for  the  planning, 
design,  development  and  installation  of 
computerized  systems  as  authorized  by 
§  227.4(b)(l)(ii).  A  corresponding 
definition  for  “regular  funding”  or 
“regular  FFP  rate”  would  also  be  added. 
These  definitions  are  intended  to  clarify 
the  specific  requirements  which  pertain 
only  to  projects  funded  at  the  75  percent 
level,  as  opposed  to  those  which  apply 
to  any  other  authorized  funding  level. 

“Emergency  situation”  would  be 
defined,  to  correspond  to  current  HHS 
provisions  at  45  CFR  95.605,  as 
discussed  previously. 

"System  design”  would  be  removed 
from  the  current  list  of  definitions  in 
Part  277  Appendix  A,  and  would  be 
replaced  with  the  definition  of  "General 
Systems  Design”. 

"Requirements  analysis”  would  be 
defined,  to  correspond  to  current  HHS 
provisions  at  45  CFR  95.605. 

2.  Regulatory  language  is  proposed  for 
§  277.18(f)  regarding  requirements  for 
service  agreements  when  data 
processing  services  are  to  be  provided 
by  a  State  central  data  processing 
facility  or  another  State  or  local  agency. 
In  addition  to  removing  the  requirement 
for  submission  of  service  agreements  to 
FNS,  this  paragraph  would  expand  the 
definition  of  “Service  agreement” 
currently  contained  in  Part  277 
Appendix  A,  to  correspond  to  current 
HHS  provisions  at  45  CFR  95.605. 

3.  The  Department’s  policy  regarding 
the  depreciation  of  capital  expenditures 
when  claiming  the  costs  of  ADP 
equipment  having  unit  or  total  aggregate 
acquisition  costs  of  more  than  $25,000, 
would  be  set  forth  in  proposed 

§  277.18(i)(3).  This  provision  would 
allow  the  State  agency  to  request  a 
waiver  from  the  requirement  to 
depreciate  such  costs,  thereby  allowing 
the  costs  to  be  "expensed"  or  claimed  at 
the  time  of  acquisition.  The  Department 
wishes  to  clarify,  however,  that  the 
approval  of  a  waiver  would  not  affect 
the  approved  level  of  FFP  for  allowable 
costs.  That  is,  for  projects  approved  at 
the  75  percent  funding  level,  only  the 
proportionate  share  of  the  costs  of 
capital  assets  assignable  to  the 
developmental  phase  of  the  project  may 
be  claimed  at  the  enhanced  level.  This 


requirement  would  not  preclude  the 
approval  of  a  waiver  to  expense  the 
costs  of  such  acquisitions,  as  long  as  the 
FFP  levels  for  developmental  and 
operational  costs  were  determined  in 
accordance  with  the  provisions  of  these 
regulations. 

4.  In  order  to  further  clarify  the 
delineation  between  the  developmental 
and  operational  phases,  for  purposes  of 
approving  and  claiming  costs  at  the  75 
percent  funding  level,  this  rule  proposes 
a  provision  at  §  277.18(g)(6)  which  would 
limit  pilot  tests  and  parallel  processing 
for  test  purposes  to  a  period  not  to 
exceed  three  months,  unless  specifically 
extended  by  FNS.  The  Department 
believes  that  three  months  represents  an 
average  and  adequate  period  of  time  for 
pilot  testing  in  most  systems.  However, 
the  Department  is  interested  in  receiving 
comments  as  to  whether  or  not  this 
provision  is  consistent  with  previous 
State  agency  experiences. 

Structural  Changes  to  Part  277 

The  Department  is  proposing  several 
structural  changes  to  Part  277  to  provide 
greater  clarity,  avoid  redundancy,  and 
consolidate  the  requirements  and 
procedures  for  the  FNS  APD  process  in 
one  section  of  Part  277.  Current  rules 
governing  the  acquisition  of  ADP 
services  and  equipment  at  the  75  percent 
funding  rate  are  provided  in  7  CFR 
277.18.  Rules  for  ADP  acquisitions  at  the 
regular  50  percent  funding  rate  are 
contained  in  Part  277  Appendix  A, 
Section  B.  The  two  sections  defining  the 
APD  process  are  duplicative  and  can  be 
confusing,  and  the  Department  is 
proposing  to  consolidate  all  procedures, 
conditions  and  requirements  governing 
the  acquisition  of  ADP  services  and 
equipment  in  a  new  proposed  §  277.18. 
The  consolidation  of  the  section  and 
appendix  would  result  in  the  following 
revisions. 

1.  Paragraph  277.18(b)  would  be 
deleted.  This  paragraph  provided  for  the 
retroactive  entitlement  to  the  75  percent 
funding  rate  for  Advance  Planning 
Documents  approved  before  the  June  11, 
1982  publication  date  of  the  75  percent 
funding  provisions.  As  funding  for  ail 
such  projects  has  already  occurred  or 
been  resolved,  this  provision  no  longer 
applies. 

2.  Paragraphs  277.18  (e)(1)  and  (e)(2) 
would  be  deleted.  These  paragraphs 
describe  the  prior  approval  and 
document  submission  processes  for 
projects  funded  at  the  75  percent  rate. 
The  provisions  of  these  paragraphs 
would  be  redundant,  as  the  revised 
process  would  establish  the  same 
approval  and  document  submission 
procedures  for  ADP  projects  at  either 
funding  rate  in  new  §  277.18(c). 


3.  Paragraph  277.18(h)  would  be 
deleted.  This  paragraph  describes  the 
requirements  for  system  specifications 
approval,  procurements,  ownership 
rights,  and  the  title,  use  and  disposition 
of  property  for  ADP  developmental 
projects  funded  at  the  enhanced  rate. 
Similar  requirements  are  restated  in  Part 
277  Appendix  A,  Section  B.  The 
proposed  rule  would  eliminate 
duplication  by  consolidating  the 
requirements  in  new  §  277.18  only.  The 
proposed  rule  in  new  §  277.18(c)  and  (d) 
would  require  that  system  specifications 
included  as  part  of  the  general  systems 
design  be  submitted  for  prior  approval 
in  the  Implementation  APD  for  ADP 
developmental  projects. 

Part  277  Appendix  A,  Sections  B(5) 
and  B(9)  governing  procurement 
requirements  and  ownership  rights,  use, 
title  and  disposition  of  property  would 
be  redesignated  as  §  277.18(k)  and  (m), 
respectively. 

4.  Part  277  Appendix  A,  Sections  B(3) 
and  B(6)  which  provided  for  general 
Federal  and  State  agency  approval 
requirements  for  APD  proposals  would 
be  deleted.  The  proposed  new 

§  277.18(c)  would  provide  for  all 
submission  and  approval  requirements 
for  Advance  Planning  Documents  and 
other  associated  documents. 

5.  Part  277  Appendix  A,  Section  B(12), 
which  describes  the  conditions  for 
applying  the  provisions  governing  ADP 
acquisitions  and  funding  contained  in 
Part  277  Appendix  A,  would  be  deleted, 
as  all  of  the  procedures  and  conditions 
for  requesting  and  approving  funding  for 
ADP  acquisitions  would  be  deleted  from 
Part  277  Appendix  A  and  located  in 
proposed  new  §  277.18.  Proposed  new 

§  277.18(a)  would  describe  the 
conditions  and  scope  of  the  provisions 
of  the  revised  §  277.18. 

List  of  Subjects  in  7  CFR  Part  277 

Food  Stamps,  government  procedure, 
Grant  programs-social  programs, 
Investigations,  Records,  Reporting  and 
recordkeeping  requirements. 

Accordingly,  7  CFR  Part  277  is 
proposed  to  be  amended  as  follows: 

PART  277— PAYMENTS  OF  CERTAIN 
ADMINISTRATIVE  COSTS  OF  STATE 
AGENCIES 

1.  The  authority  citation  for  Part  277 
continues  to  read  as  follows: 

Authority:  7  U.S.C.  2011-2029. 

2.  Section  277.18  is  revised  to  read  as 
follows: 
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§  277.18  Establishment  of  an  Automated 
Data  Processing  (ADP)  and  Information 
Retrieval  System. 

(a)  Scope  and  application.  This 
section  establishes  conditions  for  initial 
and  continuing  authority  to  claim 
Federal  financial  participation  (FFP)  for 
the  costs  of  the  planning,  development, 
acquisition,  installation  and 
implementation  of  ADP  equipment  and 
services  used  in  the  administration  of 
the  Food  Stamp  Program.  Due  to  the 
nature  of  the  procurement  of  ADP 
equipment  and  services,  current  State 
agency  approved  cost  allocation  plans 
for  ongoing  operational  costs  shall  not 
apply  to  ADP  system  development  costs 
under  this  section  unless  documentation 
required  under  paragraph  (c)  of  this 
section  is  submitted  to  and  approvals 
are  obtained  from  FNS. 

(b)  Definitions. 

“ Acceptance  Documents"  means 
written  evidence  of  satisfactory 
completion  of  an  approved  phase  of 
work  or  contract,  and  acceptance 
thereof  by  the  State  agency. 

“ Advance  Planning  Document  for 
Project  Implementation"  or 
“ Implementation  APD'  means  a  written 
plan  of  action  requesting  Federal 
Financial  participation  (FFP)  to  acquire 
and  implement  ADP  services  and/or 
equipment. 

"Advance  Planning  Document  for 
Project  Planning"  or  “ Planning  ADP' 
means  a  document  that  requests  FFP  to 
accomplish  the  planning  necessary  for  a 
State  agency  to  determine  the  need  for 
and  plan  the  acquisition  of  ADP 
equipment  and/or  services,  and  to 
acquire  information  necessary  to 
develop  a  general  system  design  and 
Implementation  APD. 

"Annually  Updated  APD"  means  an 
annual  self-certification  by  the  State 
agency  on  the  status  of  project 
development  activities  and  expenditures 
in  relation  to  the  approved  Planning 
APD  or  Implementation  APD. 

“Automated Data  Processing "  or 
“ADP"  means  data  processing 
performed  by  a  system  of  electronic  or 
electric  machines  so  interconnected  and 
interacting  as  to  minimize  the  need  for 
human  assistance  or  intervention. 

“Automated  Data  Processing 
Equipment"  or  “hardware "  means: 

(1)  Electronic  digital  computers, 
regardless  of  size,  capacity,  or  price, 
that  accept  data  input,  store  data, 
perform  calculations,  and  other 
processing  steps,  and  prepare 
information: 

(2)  All  peripheral  or  auxiliary 
equipment  used  in  support  of  electronic 
digital  computers  whether  selected  and 
acquired  with  the  computer  or 
separately; 


(3)  Data  transmission  or 
communications  equipment  that  is 
selected  and  acquired  solely  or 
primarily  for  use  with  a  configuration  of 
ADP  equipment  which  includes  an 
electronic  digital  computer,  and 

(4)  Data  input  equipment  used  to  enter 
directly  or  indirectly  into  an  electronic 
digital  computer,  peripheral  or  auxiliary 
equipment,  or  data  transmission,  or 
communication  equipment. 

“Automated  Data  Processing 
Services  ”  means: 

(1)  Services  to  operate  ADP 
equipment,  either  by  private  sources,  or 
by  employees  of  the  State  agency,  or  by 
State  or  local  organizations  other  than 
the  State  agency;  and/or 

(2)  Services  provided  by  private 
sources  or  by  employees  of  the  State 
agency  or  by  State  and  local 
organizations  other  than  the  State 
agency  to  perform  such  tasks  as 
feasibility  studies,  system  studies, 
system  design  efforts,  development  of 
system  specifications,  system  analysis, 
programming  and  system 
implementation.  This  includes  system 
training,  systems  development,  site 
preparation,  data  entry,  and  personal 
services  related  to  automated  systems 
development  and  operations  that  are 
specifically  identified  as  part  of  a 
Planning  APD  or  Implementation  APD. 

“Data  Processing"  means  the 
preparation  of  source  media  containing 
data  or  basic  elements  of  information 
and  the  use  of  such  source  media 
according  to  precise  rules  of  procedures 
to  accomplish  such  operations  as 
classifying,  sorting,  calculating, 
summarizing,  recording,  and 
transmitting, 

"Emergency  situation"  means  as  a 
situation  where: 

(1)  The  State  agency  can  demonstrate 
to  FNS  an  immediate  need  to  acquire 
ADP  equipment  or  services  in  order  to 
continue  operation  of  die  Food  Stamp 
Progam;  and 

(2)  The  State  agency  can  clearly 
document  that  the  need  could  not  have 
been  anticipated  or  planned  for  the 
State  is  prevented  from  following  the 
prior  approval  requirements  of 

§  277.18(c). 

“Enhanced  funding” or  “enhanced 
FFP  rate"  means  Federal  reimbursement 
at  the  75-percent  level  for  allowable 
costs  for  State  agency  planning  design, 
development  or  installation  of 
computerized  systems,  as  authorized  by 
§  277.4(b)(l)(ii),  and  in  accordance  with 
the  requirements  at  §  277.18(g). 

“Feasibility  Study"  means  a 
preliminary  study  to  determine  whether 
it  is  sufficiently  probable  that  effective 
and  efficient  use  of  ADP  equipment  or 
systems  would  warrant  a  substantial 


investment  of  staff,  time,  and  money 
being  requested,  and  whether  the  plan 
can  be  accomplished  successfully. 

"General  Systems  Design  "  means  a 
combination  of  narrative  and  diagrams 
describing  the  generic  architecture  of  a 
system  as  opposed  to  the  detailed 
architecture  of  the  system.  A  general 
systems  design  may  include  a  systems 
diagram;  narrative  identifying  overall 
logic  flow  and  systems  functions;  a 
description  of  equipment  (including 
capacity)  requirements;  a  description  of 
other  resource  requirements  which  will 
be  necessary  to  operate  the  system;  a 
description  of  system  performance 
requirements;  and  a  description  of  the 
environment  in  which  the  system  will 
operate,  including  how  the  system  will 
function  within  that  environment  (e.g., 
how  workers  will  interface  with  the 
system). 

“Regular funding"  or  “regular FFP 
rate"  means  any  Federal  reimbursement 
rate  authorized  by  §  277.4(b),  except  the 
75-percent  funding  rate  for  State  agency 
planning,  design,  development  or 
installation  of  computerized  systems,  as 
specified  at  §  277.4(b)(l)(ii). 

“Request  for  Proposal"  or  “RFP" 
means  the  document  used  for  public 
solicitations  of  competitive  proposals 
from  qualified  sources  as  outlined  in 
|  277.14(g)(3). 

“Requirements  Analysis  "  means 
determining  and  documenting  the 
information  needs  and  the  functional 
and  technical  requirements  the  proposed 
computerized  system  must  meet. 

“ Service  Agreement"  means  the 
document,  described  in  §  277.18(f), 
signed  by  the  State  or  local  agency  and 
the  State  or  local  central  data 
processing  facility  whenever  a  central 
data  processing  facility  provides  ADP 
services  to  the  State  or  local  agency. 

“ Software "  means  a  set  of  computer 
programs,  procedures,  and  associated 
documentation  used  to  operate  the 
hardware. 

“ System  specifications"  means 
information  about  the  new  ADP 
systems,  such  as:  workload  descriptions, 
input  data,  information  to  be  maintained 
and  processed,  data  processing 
techniques,  and  output  data,  which  is 
required  to  determine  the  ADP 
equipment  and  software  necessary  to 
implement  the  system  design. 

"System  study ”  means  the 
examination  of  existing  information 
flow  and  operational  procedures  within 
an  organization.  The  study  consists  of 
three  basic  phases:  data  gathering  or 
investigation  of  the  present  system  and 
new  information  requirements;  analysis 
of  the  data  gathered  in  the  investigation; 
and  synthesis,  or  refitting,  of  the  parts 
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and  relationships  uncovered  through  the 
analysis  into  an  efficient  system. 

(c)  General  Acquisition 
Requirements. — (1)  Requirement  for 
prior  FNS  approval.  A  State  agency 
shall  obtain  prior  written  approval  from 
FNS  as  specified  in  paragraph  (c)(2)  of 
this  section  when  it  plans  to  acquire 
ADP  equipment  or  services  with 
proposed  FFP  at  the  regular  funding  rate 
which  it  anticipates  will  have  total 
acquisition  costs  of  $200,000  or  more  in 
Federal  and  State  funds  over  any  12- 
month  period,  or  $300,000  or  more  in 
Federal  and  State  funds  for  the 
acquisition.  A  State  agency  shall  obtain 
prior  written  approval  from  FNS  as 
specified  in  paragraph  (c)(2)  of  this 
section  when  it  plans  to  acquire  ADP 
equipment  or  services  with  proposed 
FFP  at  the  75  percent  funding  rate 
authorized  by  this  part,  regardless  of  the 
cost  of  the  acquisition.  The  State  agency 
shall  request  FNS’  prior  approval  by 
submitting  the  Planning  APD  or 
Implementation  APD  signed  by  the 
appropriate  State  official  to  the  FNS 
Regional  Office.  A  State  agency  shall 
also  obtain  prior  written  approval  from 
FNS  when  it  plans  to  noncompetitively 
acquire  ADP  equipment  or  services  from 
a  non-governmental  source: 

(1)  Which  cost  more  than  $100,000  in 
Federal  and  State  funds,  for  any 
acqusition  with  proposed  FFP  at  the 
regular  funding  rate;  or 

(ii)  for  any  acquisition,  regardless  of 
cost,  with  proposed  FFP  at  the  75 
percent  funding  rate. 

(2)  Specific  prior  approval 
requirements,  (i)  For  ADP  equipment 
and  services  acquisitions  which  require 
prior  approval  as  specified  in  paragraph 
(c)(1)  of  this  section,  the  State  agency 
shall  obtain  the  prior  written  approval 
of  FNS  for: 

(A)  The  Planning  APD  prior  to 
entering  into  contractual  agreements  or 
making  any  other  commitment  for 
acquiring  the  necessary  planning 
services: 

(B)  The  Implementation  APD  prior  to 
entering  into  contractual  agreements  or 
making  any  other  commitment  for  the 
acquisition  of  ADP  equipment  or 
services. 

(ii)  For  ADP  equipment  and  services 
acquisitions  requiring  prior  approval  as 
specified  in  paragraph  (c)(1)  of  this 
section,  FNS  may  specifically  require 
prior  approval  of  the  following 
documents  associated  with  such 
acquisitions  as  a  condition  to  approving 
either  the  ADP  or  a  subsequent 
Annually  Updated  APD: 

(A)  RFP‘8:  when  required  by  FNS,  the 
State  agency  shall  obtain  prior  written 
approval  of  the  RFP  before  the  RFP  may 
be  released.  However,  RFP's  which  are 


less  than  $100,000  at  the  regular  funding 
rate  or  $50,000  at  the  enhanced  funding 
rate,  and  are  an  integral  part  of  the 
approved  APD  need  not  be  submitted  to 
FNS. 

(B)  Contracts;  when  required  by  FNS, 
the  State  agency  shall  obtain  prior 
written  approval  before  the  contract 
may  be  signed  by  the  State  agency. 
However,  contracts  which  are  less  than 
$100,000  at  the  regular  funding  rate  or 
$50,000  at  the  enhanced  funding  rate, 
and  are  an  integral  part  of  the  approved 
APD  need  not  be  submitted  to  FNS. 

(C)  Contract  amendments:  when 
required  by  FNS,  the  State  agency  shall 
obtain  prior  written  approval  before  the 
contract  amendment  may  be  signed  by 
the  State  agency.  However,  contract 
amendments  which  are  less  than  $50,000 
and  are  an  integral  part  of  the  approved 
APD  need  not  be  submitted  to  FNS. 

(iii)  The  State  agency  must  obtain 
prior  written  approval  from  FNS  as 
specified  in  paragraphs  (c)(2)(i)  and  (ii) 
of  this  section  in  order  to  claim  and 
receive  reimbursement  for  the 
associated  costs  of  the  ADP  acquisition. 

(3)  Approval  requirements,  (i)  For 
ADP  equipment  and  service  acquisitions 
requiring  prior  approval  as  specified  in 
paragraph  (c)(1)  of  this  section,  the  State 
agency  shall  submit  the  following 
documents  to  FNS  for  approval: 

(A)  Feasibility  studies,  when 
specifically  required  by  FNS  as  a 
condition  of  approving  the  Planning 
APD.  When  required  by  FNS  for 
approval,  the  State  agency  shall  submit 
the  feasibility  study  no  later  than  90 
days  after  its  completion. 

(B)  Annually  Updated  APD’s  as 
required  by  paragraph  (e)  of  this  section, 
within  90  days  after  the  annual 
anniversary  date  of  FNS’  approval  letter 
for  the  Planning  APD  or  the 
Implementation  APD. 

(ii)  The  State  agency  must  obtain  FNS 
approval  of  the  documents  specified  in 
paragraph  (c)(3)(i)  of  this  section  in 
order  to  claim  and  receive 
reimbursement  for  the  associated  costs 
of  the  ADP  acquisition. 

(4)  Approval  by  the  State  agency. 
Approval  by  the  State  agency  is 
required  for  all  documents  specified  in 
this  regulation  prior  to  submission  for 
FNS  approval.  In  addition,  State  agency 
approval  is  also  required  for  those 
acquisitions  of  ADP  equipment  and 
services  not  requiring  prior  approval  by 
FNS. 

(d)  APD  Content  Requirements — (1) 
Planning  APD.  The  State  agency  may 
request  FFP  at  the  regular  or  enhanced 
funding  rate  for  the  costs  of  determining 
the  need  for  and  planning  the 
acquisition  of  ADP  equipment  or 
services  through  the  submission  of  the 


Planning  APD.  The  State  agency  may 
request  FFP  for  the  costs  of  planning 
activities  beginning  with  initial  project 
inception  through  the  performance  of 
necessary  systems  and  alternatives 
analyses,  selection  and  design,  including 
the  completion  of  a  general  systems 
design.  The  Planning  APD  shall  contain 
the  following  information: 

(i)  The  State  agency  shall  describe  the 
programmatic  and  organizational  needs 
and/or  problems  to  be  addressed  by  the 
proposed  ADP  acquisition  and  the 
specific  objectives  to  be  accomplished 
under  the  Planning  APD: 

(ii)  The  State  agency  shall  commit  to 
complete  a  requirements  analysis, 
feasibility  study,  alternatives  analysis, 
cost-benefit  analysis,  and  a  general 
system  design  as  part  of  project 
planning  activities.  If  an  existing  ADP 
system  is  to  be  transferred,  the  State 
agency  may  plan  to  use  the  general 
system  design  of  the  transferred  system. 
State  agencies  requesting  FFP  at  75 
percent  funding  rate  shall  include  a 
statement  of  commitment  that  the 
proposed  ADP  acquisition  would  meet 
the  functional  requirements  of  §  272.10, 

(iii)  The  State  agency  shall  describe 
the  organization,  required  State  and 
contractual  resources  and  availability  of 
those  resources,  and  the  assignments  of 
roles  and  responsibilities  for  project 
planning  activities.  The  State  agency 
shall  include  a  description  of  resources 
to  be  procured  and  procurement 
methods; 

(iv)  The  State  agency  shall  indicate 
the  schedule  of  activities  and 
deliverables  during  project  planning, 
including  a  description  and  schedule  of 
procurement  activities  to  be  undertaken 
in  support  of  the  planning  project;  and 

(v)  The  proposed  budget  shall  identify 
costs  for  project  planning  activities  by 
Federal  fiscal  year.  The  budget  shall 
include  an  estimate  of  prospective  cost 
distribution  to  participating  Federal 
agencies  and  the  method  for  cost 
allocation.  The  State  agency  shall  also 
include  an  estimate  of  the  total  project 
costs,  including  both  the  cost  of  the 
planning  project  and  the  cost  of  any 
eventual  ADP  equipment  and/or 
services  acquisition,  which  will  be  used 
only  for  determining  whether  the 
thresholds  of  §  277.18(c)(1)  are  met. 

(2)  Implementation  APD.  The  State 
agency  may  request  FFP  at  the  regular 
or  enhanced  funding  rate  to  acquire 
ADP  equipment  and  services  through  the 
submission  of  the  Implementation  APD. 
The  State  agency  may  request  FFP  for 
the  necessary  activities  to  develop, 
acquire,  install  and  implement  the 
proposed  ADP  system  or  acquisition. 
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The  Implementation  APD  shall  contain 
the  following  information: 

(i)  The  State  agency  shall  complete 
and  submit  a  requirements  analysis; 

(ii)  The  State  agency  shall  submit  a 
feasibility  study  and  associated 
alternatives  analyses,  which  include  the 
transfer  or  modification  of  an  existing 
system  from  a  similar  State  or 
jurisdiction  in  the  examination  of 
alternatives.  State  agencies  which  reject 
the  transfer  or  modification  of  an 
existing  system  must  provide  an 
analysis  describing  the  barriers  to 
system  transfer  as  part  of  the  feasibility 
study.  The  analysis  of  barriers  to  system 
transfer  shall  include  a  comparison  of 
the  costs  of  overcoming  the  problem  in 
transferring  an  operational  system  to  the 
costs  of  developing  a  new  system; 

(iii)  The  State  agency  shall  submit  the 
new  or  transferred  general  systems 
design  and  shall  also  document  the 
intended  approaches,  plans  and 
techniques  to  develop  or  modify  specific 
aspects  of  the  proposed  ADP  system  or 
acquisition  including  hardware, 
software,  telecommunications,  system 
testing,  and  data  security; 

(iv)  The  State  agency  shall  describe 
the  anticipated  resource  requirements 
for  implementation  of  the  ADP  project, 
the  resources  planned  to  be  available 
for  the  project,  and  plans  for  augmenting 
resources  to  meet  resource 
requirements; 

(v)  The  State  agency  shall  indicate  the 
principal  events  and  schedule  of 
activities,  milestones,  and  deliverables 
during  implementation  of  the  project; 

(vi)  The  State  agency  shall  submit  a 
proposed  budget  which  identifies  costs 
for  intended  project  development  and 
implementation  activities  by  Federal 
fiscal  year  and  shall  include  a 
consideration  of  all  possible 
Implementation  APD  activity  costs  (e.g., 
system  conversion,  computer  capacity 
planning,  supplies,  training,  and 
miscellaneous  ADP  expenses).  The 
budget  shall  contain  an  estimate  of 
prospective  cost  distribution  and 
methods  for  allocating  costs  to 
participating  Federal  agencies; 

(vii)  The  State  agency  shall  document 
the  scope,  methodology,  evaluation 
criteria  and  results  of  cost-benefit 
analyses  for  evaluating  the  selected 
design  and  alternatives.  The  cost-benefit 
analysis  shall  include  a  statement 
indicating  the  period  of  time  the  State 
agency  intends  to  use  the  proposed 
equipment  or  system;  and 

(viii)  The  State  agency  shall  describe 
the  security  and  interface  requirements 
to  be  employed  and  the  backup  and 
contingency  procedures  available. 

(3)  APD  Budget.  The  proposed  budget 
for  both  the  Planning  APD  and  the 


Implementation  APD  shall  include  cost 
distribution  plans  containing  the  bases 
for  proposed  rates,  both  direct  and 
indirect,  for  costs  associated  with 
system  planning,  development, 
acquisition  or  implementation,  as 
appropriate.  The  budget  proposals 
accompanying  the  Implementation  APD 
shall  also  include  proposed  cost 
distribution  plans  and  the  bases  of 
proposed  rates  for  the  operation  of  the 
ADP  system.  The  budget  activities  shall 
be  presented  on  a  Federal  fiscal  year 
basis  in  a  clear  fashion  to  associate 
costs  with  each  planned  activity.  The 
budgets  must  identify  all  development 
costs  separately  from  any  ongoing 
operational  costs.  Costs  must  be 
distinguished  by  developmental  projects 
and  developmental  time  periods.  Actual 
costs  claimed  must  be  reconcilable  to 
projected  costs  as  proposed  and 
approved  by  FNS  in  the  ADP. 

(e)  Annually  Updated  APD. —  (1) 
General  submission  requirements.  The 
State  agency  shall  submit  an  Annually 
Updated  APD  for  FNS  approval  for  all 
approved  Planning  and  Implementation 
APD’s,  unless  the  conditions  described 
in  paragraph  (e)(3)  of  this  section  are 
met.  The  Annually  Updated  APD  shall 
be  submitted  to  the  FNS  Regional  Office 
within  90  days  after  the  annual 
anniversary  date  of  the  original  APD 
approval,  unless  the  submission  date  is 
specifically  altered  by  FNS.  The 
Annually  Updated  APD  requirements 
apply  to  ADP  development  projects  at 
both  the  regular  and  enhanced  funding 
rates. 

(2)  Content  requirements.  The 
Annually  Updated  APD  represents  a 
self-certification  by  the  State  agency  of 
project  status  in  relation  to  the 
provisions  of  the  approved  Planning 
APD  and  Implementation  APD.  The 
Annually  Updated  APD  shall  include: 

(i)  Project  activity  status. 

(A)  The  status  of  all  major  tasks  and 
milestones  in  the  approved  Planning 
APD,  Implementation  APD  or  previous 
Annually  Updated  APD’s  for  the  past 
year.  The  Annually  Updated  APD  shall 
include  all  major  tasks  and  milestones 
completed  in  the  past  year  and  degree  of 
completion  for  unfinished  tasks. 

(B)  The  status  of  all  project 
deliverables  completed  in  the  past  year 
and  degree  of  completion  for  unfinished 
products. 

(C)  Reports  of  past  and/or  anticipated 
problems  or  delays  in  meeting  target 
dates  in  the  approved  Planning  APD, 
Implementation  APD  or  previous 
Annually  Updated  APD’s  for  the 
remainder  of  the  project.  The  Annually 
Updated  APD  shall  include  an 
explanation  of  the  need  to  extend  any 
major  project  target  dates. 


(ii)  Project  expenditures. 

(A)  A  detailed  accounting  for  all 
expenditures  for  project  development 
over  the  past  year. 

(B)  An  explanation  of  differences 
between  projected  expenses  in  the 
approved  Planning  or  Implementation 
APD,  or  previous  Annually  Updated 
APD’s,  and  actual  expenditures  for  the 
past  year.  If  changes  in  costs  are 
reported,  FNS  may  require  the 
submission  of  a  revised  cost-benefit 
analysis  as  a  condition  for  approval  of 
the  Annually  Updated  APD. 

(C)  Changes  to  the  allocation  basis  in 
the  approved  APD’s  cost  allocation 
methodology. 

(iii)  Changes  to  the  approved  APD. 

(A)  Revised  language  for  all  changes 
to  the  approved  APD  or  previous 
Annually  Updated  APD’s  shall  be 
submitted  as  part  of  the  Annually 
Updated  APD,  unless  submitted 
separately  by  the  State  agency  as  the 
changes  occurred  throughout  the  year. 

(B)  Changes  in  project  management 
and/or  contractor  services. 

(3)  Exceptions  to  requirements. 
Annually  Updated  APD’s  for  projects 
funded  at  the  regular  FFP  rate  need  not 
be  submitted  unless  any  of  the  following 
changes  occur 

(i)  A  change  of  $50,000  in  total 
approved  project  costs  over  the  course 
of  the  project; 

(ii)  An  extention  of  60  days  or  more  in 
timeframes  for  projected  milestones; 

(iii)  A  change  in  procurement 
activities;  or 

(iv)  A  significant  change  in  system 
concept. 

(f)  Service  agreements.  The  State 
agency  shall  execute  service  agreements 
when  data  processing  services  are  to  be 
provided  by  a  State  central  data 
processing  facility  or  another  State  or 
local  agency.  Service  agreements  shall 
be  kept  on  file  by  the  State  agency  and 
be  available  for  Federal  review,  and 
shall: 

(1)  Identify  the  ADP  services  that  will 
be  provided; 

(2)  Include,  preferably  as  an 
amendable  attachment,  a  schedule  of 
charges  for  each  identified  ADP  service, 
and  a  certification  that  these  charges 
apply  equally  to  all  users; 

(3)  Include  a  description  of  the 
method(s)  of  accounting  for  the  services 
rendered  under  the  agreement  and 
computing  services  charges; 

(4)  Include  assurances  that  services 
provided  will  be  timely  and  satisfactory; 

(5)  Include  assurances  that 
information  in  the  computer  system  as 
well  as  access,  use  and  disposal  of  ADP 
data  will  be  safeguarded  in  accordance 
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with  provisions  of  §§  272.1(c)  and 
277.13;: 

(6)  Require  the  provider  to  obtain 
prior  approval  pursuant  to  §  277.18(c)(1) 
from  FNS  for  ADP  equipment  and  ADP 
services  that  are  acquired  from 
commercial  sources  primarily  to  support 
the  Food  Stamp  Program  and  requires 
the  provider  to  comply  with  §  277.14  for 
procurements  related  to  the  service 
agreement.  ADP  equipment  and  services 
are  considered  to  be  primarily  acquired 
to  support  the  Food  Stamp  Program 
when  the  Program  may  reasonably  be 
expected  to  either:  be  billed  for  more 
than  50  percent  of  the  total  charges 
made  to  all  users  of  the  ADP  equipment 
and  services  during  the  time  period 
covered  by  the  service  agreement,  or 
directly  charged  for  the  total  cost  of  the 
purchase  or  lease  of  ADP  equipment  or 
services; 

(7)  Include  the  beginning  and  ending 
dates  of  the  period  of  time  covered  by 
the  service  agreement;  and 

(8)  Include  a  schedule  of  expected 
total  charges  to  the  Program  for  the 
peiod  of  the  service  agreement. 

(g)  Entitlement  to  75  percent  FFP  rate. 

(1)  A  State  agency  may,  at  its  option, 
request  reimbursement  at  a  75  percent 
FFP  rate  for  the  costs  of  planning, 
design,  development  or  installation  of 
ADP  and  information  retrieval  systems. 
State  agency  requests  for  the  75  percent 
FFP  rate  shall  be  made  in  accordance 
with  this  section,  and  appropriate 
instructions  issued  by  FNS. 

(2)  The  75  percent  funding  level  may 
be  approved  by  FNS  if  the  proposed 
system  will: 

(i)  Assist  the  State  agency  in  meeting 
the  requirements  of  the  Food  Stamp  Act; 

(ii)  Meet  the  program  standards 
specified  in  §  272.10(b)  (1),  (2)  and  (3), 
except  for  the  requirements  in 

§  272.10(b)(2)  (vi)  and  (vii)  and  (3)(ix)  to 
eventually  transmit  data  directly  to  FNS; 

(iii)  Be  likely  to  provide  more  efficient 
and  effective  administration  of  the 
program;  and 

(iv)  Be  compatible  with  other  such 
systems  utilized  in  the  administration  of 
State  plans  under  the  program  of  Aid  to 
Families  with  Dependent  Children 
(AFDC). 

(3)  State  agencies  seeking  an 
enhanced  level  of  funding  for  the 
planning,  design,  development  or 
installation  of  automated  data 
processing  and  information  retrieval 
systems  shall  develop  statewide 
systems  which  are  integrated  with 
AFDC.  In  cases  where  a  State  agency 
can  demonstrate  that  a  local,  dedicated, 
or  single  function  (issuance  or 
certification  only)  system  will  provide 
for  more  efficient  and  effective 
administration  of  the  program,  FNS  may 


grant  an  exception  to  the  statewide 
integrated  requirement.  These 
exceptions  will  be  based  on  an 
assessment  of  the  proposed  system’s 
ability  to  meet  the  State  agency’s  need 
for  automation.  Systems  funded  as 
exceptions  to  this  rule,  however,  should 
be  capable,  to  the  extent  necessary,  of 
an  automated  data  exchange  with  the 
State  system  used  to  administer  AFDC. 

In  no  circumstances  will  funding  be 
available  for  systems  which  duplicate 
other  State  agency  systems,  whether 
presently  operational  or  planned  for 
future  development. 

(4)  The  system  developed  in  response 
to  these  regulations  shall  contain  the 
following  elements,  where  appropriate: 

(i)  A  data  base  which  receives 
information,  sorts,  performs 
calculations,  and  stores  information; 

(ii)  An  information  retrieval  system 
which  will  have  the  ability  to  access  the 
data  base,  display  or  print  data,  and 
update  the  data  in  numerical  or 
alphabetical  form; 

(iii)  Hardware,  in  addition  to  that 
required  for  the  data  base,  which  will 
include  visual  display  terminal(s)  with 
an  attached  keyboard,  connected  to  the 
data  base  hardware  components  by 
telecommunication  networks; 

(iv)  Software  which  will  include 
system  programs  for  data  recall  and 
input,  budget  calculation  capability 
when  not  included  in  the  data  base 
system,  printout  and  display  for  data 
entry  and  inquiry  terminals,  and  for 
network  control;  and 

(v)  Technological  safeguards  and 
managerial  procedures  which  will  be 
established  and  applied  to  computer 
hardware,  software,  and  data,  in 
accordance  with  paragraph  (p)  of  this 
section,  in  order  to  ensure  the  protection 
of  the  integrity  of  the  system  and 
individual  privacy.  System  security  shall 
be  inherent  in  the  system  and  provided 
for  in  the  Implementation  APD 
submitted  for  approval.  The  system  will 
process  machine  readable  data  files 
used  for  the  authorized  exchange  of 
information  between  levels  of 
government  (i.e.,  State  to  State,  State  to 
Federal). 

(5)  Approval  of  the  Planning  APD  and 
Implementation  APD  for  payment  by 
FNS  of  costs  at  the  75  percent  level  will 
be  limited  to: 

(i)  Planning  and  design,  i.e. 
requirements  and  systems  analyses, 
feasibility  studies,  preliminary  cost 
benefits  analyses,  alternatives  analyses, 
and  general  systems  design; 

(ii)  Development,  i.e.  detailing  of 
system  and  program  specifications, 
programming  and  testing; 

(iii)  Procurement  of  ADP  equipment 
and/or  services;  and 


(iv)  Installation,  i.e.  conversion, 
training  of  staff,  and  turnover  to 
operational  status. 

(6)  Costs  may  not  be  funded  at  75 
percent  when  the  approved  system 
produces  automated  processing  of  food 
stamp  recipient  applications,  issuance 
authorizations  or  other  reports 
(operations)  on  a  continuing  basis  for 
use  by  State  agency  personnel  for 
administration  of  the  Food  Stamp 
Program.  Operations  include  the  use  of 
purchased  or  rented  computer 
equipment  and  software  directly 
required  for  and  used  in  the  operation  of 
the  automated  data  processing  and 
information  retrieval  system.  For  ADP 
development  projects  with  phased 
installation  and  implementation, 
counties,  districts  or  other  subdivisions 
of  the  State  shall  be  considered 
operational  at  the  time  that  the 
approved  system  produces  automated 
application  processing  and/or  issuance 
authorizations  for  the  food  stamp 
caseload  for  that  subdivision  of  the 
State.  Pilot  testing  and  an  initial  period 
of  parallel  processing  for  test  purposes 
may  be  considered  developmental  costs 
and  eligible  for  75  percent  funding  for  a 
period  not  to  exceed  3  months,  unless 
specifically  extended  by  FNS. 

(7)  If  FNS  suspends  approval  of  an 
APD  in  the  course  of  a  State  agency’s 
planning,  designing,  development,  or 
installation,  the  75  percent  level  of 
funding  shall  not  be  allowable  for  any 
costs  incurred  until  such  time  as  the 
conditions  for  approval  are  met. 

(8)  Cost  elements.  Incident  to  the 
activities  listed  in  paragraph  (g)(5)  of 
this  section,  a  State  agency  may  seek 
payment  for  the  following  expenses  at  a 
75  percent  level. 

(i)  Personnel.  Salaries,  wages,  travel, 
and  benefits  of  personnel  actually 
engaged  in  design,  development,  or 
installation  of  approved  ADP  systems. 

(ii)  Materials,  equipment,  facilities, 
and  supplies.  Costs  of  materials, 
equipment,  facilities  and  supplies  used 
in  design,  development,  or  installation  of 
approved  ADP  systems.  Only  the 
proportionate  share  of  the  costs  of 
capital  assets  assignable  to  the  period  of 
time  or  prorated  for  usage  may  be 
claimed  during  the  design,  development 
or  installation  of  these  systems.  This 
share  must  be  determined  based  on 
acquisition  costs  and/or  depreciation  or 
approved  usage  rates.  Data  with  respect 
to  such  costs  shall  be  submitted  with  the 
request  for  funding. 

(iii)  Contracted  services.  Services 
obtained  under  the  provisions  of 
contracts  which  meet  the  procurement 
standards  of  this  part  for  the  design, 
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development,  or  installation  of  FNS 
approved  systems. 

(iv)  Management  studies  and 
preparation  of  other  planning 
documents.  The  cost  of  resources  used 
to  produce  the  Planning  APD  may  be 
funded  at  the  75  percent  level  regardless 
of  final  approval  or  denial  of  the 
Planning  APD. 

(h)  Emergency  acquisition 
requirements.  The  State  agency  may 
request  FFP  for  the  costs  of  ADP 
equipment  and  services  acquired  to 
meet  emergency  situations  which 
preclude  the  State  agency  from 
following  the  prior  approval 
requirements  of  9  277.18(c).  In  order  for 
FNS  to  consider  providing  FFP  in 
emergency  situations,  the  following 
conditions  must  be  met: 

(1)  The  State  agency  must  submit  a 
written  request  to  FNS  prior  to  the 
acquisition  of  any  ADP  equipment  or 
services.  The  written  request  must  be 
sent  by  registered  mail  and  shall 
include: 

(i)  A  brief  description  of  the  ADP 
equipment  and/or  services  to  be 
acquired  and  an  estimate  of  their  costs; 

(ii)  A  brief  description  of  the 
circumstances  which  result  in  the  State 
agency’s  need  to  proceed  with  the 
acquisition  prior  to  obtaining  formal 
FNS  approval;  and 

(iii)  A  description  of  the  adverse 
impact  which  would  result  if  the  State 
agency  does  not  immediately  acquire 
the  ADP  equipment  and/or  services. 

(2)  Upon  receipt  of  a  written  request 
for  emergency  acquisition  FNS  will 
provide  a  written  reponse  to  the  State 
agency  within  14  days.  The  FNS 
response  will: 

(i)  Inform  the  State  agency  that  the 
request  has  been  disapproved  and  the 
reason  for  disapproval;  or, 

(ii)  Inform  the  State  agency  that  FNS 
recognizes  that  an  emergency  situation 
exists  and  the  State  agency  must  submit 
a  formal  request  for  approval  by  FNS 
which  includes  the  information  specified 
at  §  277.18(d)(2)  within  90  days  from  the 
date  of  the  State  agency’s  initial  written 
request. 

(iii)  If  FNS  approves  the  request 
submitted  under  paragraph  (h)(1)  of  this 
section,  FFP  will  be  available  from  the 
date  the  State  agency  acquires  the  ADP 
equipment  and  services. 

(i)  Cost  Determination  and  Claiming 
Costs — (1)  Cost  determination.  Actual 
costs  must  be  determined  in  compliance 
with  an  FNS  appoved  budget  and 
Appendix  A  to  this  part,  and  must  be 
reconcilable  with  the  FNS  funding  level. 
There  shall  be  no  payments  pursuant  to 
this  section  to  the  extent  that  a  State 
agency  is  reimbursed  for  such  costs 
pursuant  to  any  other  Federal  program 


or  uses  ADP  systems  for  purposes  not 
connected  with  the  Food  Stamp 
Program.  The  State  agency  approved 
cost  allocation  plan  must  be  amended  to 
disclose  the  methods  which  will  be  used 
to  identify  and  classify  costs  to  be 
claimed  at  the  75  percent  rate.  This 
methodology  must  be  submitted  to  FNS 
as  part  of  the  request  for  FNS  approval 
of  funding  at  the  75  percent  rate  as 
required  in  paragraph  (d)(3)  of  this 
section.  Any  costs  funded  pursuant  to 
these  regulations  shall  be  excluded  in 
determining  the  State  agency's 
administrative  costs  under  any  other 
section  of  this  part. 

(2)  Cost  identification  for  purposes  of 
FFP  claims.  State  agencies  shall  assign 
and  claim  the  costs  incurred  under  an 
approved  APD  in  accordance  with  the 
following  criteria: 

(i)  Development  costs.  Using  its 
normal  departmental  accounting 
systems,  the  State  agency  shall 
specifically  identify  what  items  of  costs 
constitue  development  costs,  assign 
these  costs  to  specific  project  cost 
centers,  and  distribute  these  costs  to 
funding  sources  based  on  the  specific 
identification,  assignment  and 
distribution  outlined  in  the  approved 
APD.  The  mehods  for  distributing  costs 
set  forth  in  the  APD  should  provide  for 
assigning  identifiable  costs,  to  the  extent 
practicable,  directly  to  program/ 
functions.  The  State  agency  shall  amend 
the  cost  allocation  plan  required  by 

9  277.9  to  include  the  approved  APD 
methodology  for  the  identification, 
assignment  and  distribution  of  the 
development  costs. 

(ii)  Operational  costs.  Costs  incurred 
for  the  operation  of  an  ADP  system  shall 
be  identified  and  assigned  by  the  State 
agency  to  funding  sources  in  accordance 
with  the  approved  cost  allocation  plan 
required  by  9  277.9. 

(iii)  Service  agreement  costs.  States 
that  operate  a  central  data  processing 
facility  shall  use  their  approved  central 
service  cost  allocation  plan  required  by 
OMB  Circular  A-87  to  identify  and 
assign  costs  incurred  under  service 
agreements  with  the  State  agency.  The 
State  agency  will  then  distribute  these 
costs  to  funding  sources  in  accordance 
with  paragraphs  (i)(2)  (i)  and  (ii)  of  this 
section. 

(3)  Capital  expenditures.  The  State 
agency  shall  charge  the  costs  of  ADP 
equipment  having  unit  acquisition  costs 
or  total  aggregate  costs,  at  the  time  of 
acquisition,  of  more  than  $25,000  by 
means  of  depreciation  or  use  allowance, 
unless  a  waiver  is  specifically  granted 
by  FNS.  If  the  equipment  acquisition  is 
part  of  an  APD  that  is  subject  to  the 
prior  approval  requirements  of  paragrph 
(c)(2)  of  this  section,  the  State  agency 


may  submit  the  waiver  request  as  part 
pf  the  APD. 

(4)  Claiming  costs.  Prior  to  claiming 
funding  under  this  section  the  State 
agency  must  have  complied  with  the 
requirements  for  obtaining  approval  and 
prior  approval  of  9  227.18(c). 

(5)  Budget  authority.  FNS  approval  of 
requests  for  funding  will  provide 
notification  to  the  State  agency  of  the 
budget  authority  and  dollar  limitations 
under  which  such  funding  may  be 
claimed.  FNS  shall  provide  this  amount 
as  a  total  authorization  for  such  funding 
which  may  not  be  exceeded  unless 
amended  by  FNS.  FNS's  determination 
of  the  amount  of  this  authorization  will 
be  based  on  the  budget  submitted  by  the 
State  agency.  Activities  not  included  in 
the  approved  budget,  as  well  as 
continuation  of  approved  activities 
beyond  scheduled  deadlines  in  the 
approved  plan,  shall  require  FNS 
approval  of  an  amended  State  budget 
for  payment.  Requests  to  amend  the 
budget  authorization  approved  by  FNS 
must  be  submitted  to  FNS  prior  to 
claiming  such  expenses. 

(j)  Procurement  requirements.  (1) 
Procurements  of  ADP  equipment  and 
services  are  subject  to  the  procurement 
standards  prescribed  by  9  277.14 
regardless  of  any  conditions  for  prior 
approval.  Those  standards  include  a 
requirement  for  maximum  practical 
open  and  free  competition  regardless  of 
whether  the  procurement  is  formally 
advertised  or  negotiated. 

(2)  The  standards  prescribed  by 

9  277.14,  as  well  as  the  requirement  for 
prior  approval,  apply  to  ADP  services 
and  equipment  acquired  by  a  State  or 
local  agency,  and  the  ADP  services  and 
equipment  acquired  by  a  State  or  local 
central  data  processing  facility  primarily 
to  support  the  Food  Stamp  Program.  ‘ 

(3)  The  competitive  procurement 
policy  prescribed  by  9  277.14  shall  be 
applicable  except  for  ADP  services 
provided  by  the  agency  itself,  or  by 
other  State  or  local  agencies. 

(k)  Access  to  system  and  records. 
Access  to  the  system  in  all  aspects, 
including  design,  development,  and 
operation,  including  work  performed  by 
any  source,  and  including  cost  records 
of  contractors  and  subcontractors,  shall 
be  made  available  by  the  State  agency 
to  FNS  or  its  authorized  representatives 
at  intervals  as  are  deemed  necessary  by 
FNS,  in  order  to  determine  whether  the 
conditions  for  approval  are  being  met 
and  to  determine  the  efficiency, 
economy  and  effectiveness  of  the 
system.  Failure  to  provide  full  access  by 
appropriate  State  and  Federal 
representatives  to  all  parts  of  the  system 
shall  result  in  suspension  and/or 
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termination  of  Food  Stamp  Program 
funds  for  the  costs  of  the  system  and  its 
operation. 

(1)  Ownership  Rights.  (1)  Software,  (i) 
The  State  or  local  government  shall 
include  a  clause  in  all  procurement 
instruments  which  provides  that  the 
State  or  local  government  shall  have  all 
ownership  rights  in  any  software  or 
modifications  thereof  and  associated 
documentation  designed,  developed  or 
installed  with  FFP  under  this  section. 

(ii)  FNS  reserves  a  royalty-free, 
nonexclusive,  and  irrevocable  license  to 
reproduce,  publish,  or  otherwise  use  and 
to  authorize  others  to  use  the  Federal 
Government  purposes,  such  software, 
modifications,  and  documentation. 

(iii)  Proprietary  operating/vendor 
software  packages  (e.g.,  ADABAS  or 
TOTAL)  which  are  provided  at 
established  catalog  or  market  prices  and 
sold  or  leased  to  the  general  public  shall 
not  be  subject  to  the  ownership 
provisons  in  paragraphs  (k)(2)  (i)  and  (ii) 
of  this  section.  FFP  is  not  available  for 
proprietary  applications  software 
developed  specifically  for  the  Food 
Stamp  Program. 

(2)  Automated  data  processing 
equipment.  The  policies  and  procedures 
governing  title,  use  and  disposition  of 
property  purchased  with  Food  Stamp 
Program  funds,  which  appear  at  7  CFR 
277.13  are  applicable  to  automated  data 
processing  equipment. 

(m)  Use  of  ADP  Systems.  ADP 
systems  designed,  developed  or 
installed  with  FFP  shall  be  used  for  the 
period  of  time  specified  in  the  APD, 
unless  FNS  determines  that  a  shorter 
period  is  justified. 

(n)  Basis  for  continued  federal 
financial  participation.  FNS  will 
continue  FFP  at  the  levels  approved  in 
the  Planning  APD  and  the 
Implementation  APD  provided  that 
project  development  proceeds  in 
accordance  with  the  conditions  and 
terms  of  the  approved  APD  and  that 
ADP  resources  are  used  for  the  purposes 
authorized.  FNS  will  use  the  Annually 
Updated  APD  to  monitor  ADP  project 
development.  The  submission  of  the 
report  prescribed  in  §  277.18(e)  for  the 
duration  of  project  development  is  a 
condition  for  continued  FFP.  In  addition, 
periodic  onsite  reviews  of  ADP  project 
development  and  State  and  local  agency 
ADP  operations  may  be  conducted  by  or 


for  FNS  to  assure  compliance  with 
approved  APD’s,  proper  use  of  ADP 
resources,  and  the  adequacy  of  State  or 
local  agency  ADP  operations. 

(o)  Disallowance  of  federal  financial 
participation.  If  FNS  finds  that  any 
system  approved  under  the  provisions  of 
§  277.18(c)  fails  to  comply  substantially 
with  the  criteria,  requirements,  and 
other  undertakings  prescribed  in  the 
approved  or  modified  APD  for  a  proper 
and  efficient  system,  payment  of  FFP 
may  be  disallowed. 

(p)  ADP  system  security  requirements 
and  review  process — (1)  [ADP  system 
security  requirements.  State  and  local 
agencies  are  responsible  for  the  security 
of  all  ADP  projects  under  development, 
and  operational  systems  involved  in  the 
administration  of  the  Food  Stamp 
Program.  State  and  local  agencies  shall 
determine  appropriate  ADP  security 
requirements  based  on  recognized 
industry  standards  or  standards 
governing  security  of  Federal  ADP 
systems  and  information  processing. 

(2)  ADP  security  program.  State 
agencies  shall  implement  and  maintain 
a  comprehensive  ADP  Security  Program 
for  ADP  systems  and  installations 
involved  in  the  administration  of  the 
Food  Stamp  Program.  ADP  Security 
Programs  shall  include  the  following 
components. 

(i)  Determination  and  implementation 
of  appropriate  security  requirements  as 
prescribed  in  paragraph  (p)(l)  of  this 
section. 

(ii)  Establishment  of  a  security  plan 
and,  as  appropriate,  policies  and 
procedures  to  address  the  following 
areas  of  ADP  security: 

(A)  Physical  security  of  ADP 
resources; 

(B)  Equipment  security  to  protect 
equipment  from  theft  and  unauthorized 
use; 

(C)  Software  and  data  security; 

(D)  Telecommunications  security; 

(E)  Personnel  security; 

(F)  Contingency  plans  to  meet  critical 
processing  needs  in  the  event  of  short- 
or  long-term  interruption  of  service; 

(G)  Emergency  preparedness;  and 

(H)  Designation  of  an  Agency  ADP 
Security  Manager. 

(iii)  Periodic  risk  analyses.  State 
agencies  shall  establish  and  maintain  a 
program  for  conducting  periodic  risk 
analyses  to  ensure  that  appropriate. 


cost-effective  safeguards  are 
incorporated  into  new  and  existing 
systems.  In  addition,  risk  analyses  shall 
be  performed  whenever  significant 
system  changes  occur. 

(3)  ADP  system  security  reviews. 

State  agencies  shall  review  the  ADP 
system  security  of  installations  involved 
in  the  administration  of  the  Food  Stamp 
Program  on  a  biennial  basis.  At  a 
minimum,  the  reviews  shall  include  an 
evaluation  of  physical  and  data  security, 
operating  procedures,  and  personnel 
practices.  State  agencies  shall  provide 
copies  of  ADP  system  security  review 
reports  to  FNS  upon  completion,  which 
will  be  used  to  identify  and  monitor 
necessary  corrective  action. 

(4)  The  security  requirements  of  this 
section  apply  to  all  ADP  systems  used 
by  State  and  local  governments  to 
administer  the  Food  Stamp  Program. 

(5)  Costs  incurred  for  complying  with 
the  provisions  of  paragraphs  (p)(l) 
through  (3)  of  this  section  are  considered 
regular  administrative  costs  which  are 
funded  at  the  regular  FFP  level  unless 
they  meet  the  requirements  for  funding 
at  the  75  percent  FFP  level. 

3.  In  Part  277,  Appendix  A,  Standards 
for  Selected  Items  of  Cost,  Section  B, 
paragraphs  B(l)  through  B(12)  are 
removed,  paragraphs  B(13)  through  B(20) 
are  redesignated  as  paragraphs  B(2) 
through  B(9),  and  a  new  paragraph  B(l) 
is  added,  to  read  as  follows: 

Appendix  A — Principles  for  Determining 
Costs  Applicable  to  Administration  of 
the  Food  Stamp  Program  by  State 
Agencies. 

***** 

B.  Costs  allowable  with  approval  of  FNS. 
(1)  Automated  Data  Processing.  The  costs  of 
acquiring  data  processing  equipment  and 
services  used  in  the  administration  of  the 
Food  Stamp  Program  are  allowable.  The 
costs  of  ADP  equipment  and  services 
acquisitions  to  be  funded  at  the  75  percent 
rate  or  which  exceed  the  prior  approval  cost 
thresholds  specified  in  8277.18(c)  are 
allowable  upon  the  prior  written  approval  of 
FNS.  Requests  for  prior  approval  of  such 
costs  shall  be  in  accordance  with  the 
provisions  of  S277.18. 

*  *  *  *  * 

Date:  August  1, 1988.  . 

Anna  Kondratas, 

Administrator. 
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